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COVID-19 brings both opportunities
// and challenges

- A catalyst for structural change

— “Gone digital”: growing demand for teleworking, e-
health, streaming, e-commerce, telecommunication
services, platforms, Al, etc.

- Highlighted the importance of resiliency and
managing risks

— Science and technology, research and development
and data

— Infrastructures for the digital economy: communication
networks

— Digital security, privacy, desinformation
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/ Digital Security

e COVID-19 brief :

Dealing with digital security risk during COVID-19 crisis

Key messages:

Digital security risk is increasing as malicious actors take
advantage of the coronavirus (COVID-19) epidemic.

Individuals and businesses should exercise caution when they
receive coronavirus-related communications, and use
appropriate digital security “hygiene” measures

It is essential that governments raise awareness, monitor the
threat landscape and publish easily accessible guidelines for
digital security hygiene,

OECD Recommendation on digital security

Recommendation on Digital Security Risk Management for
Economic and Social Prosperity (2015) (https://oe.cd/dsrm)

Recommendation on the Digital Security of Critical Activities
(2019) (nhttps://oe.cd/dsca2019)

Guidelines on Cryptography Policy (1997) (https://oe.cd/crypto)
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Dealing with digital security risk
during the coronavirus
(COVID-19) crisis

Key messages



https://oe.cd/il/covid-digitalsecurity
https://oe.cd/dsrm
https://oe.cd/dsca2019
https://oe.cd/crypto

/ Privacy and data governance
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- Two COVID-19 briefs and related workshop: B
— Ensuring data privacy as we battle COVID-19

Ensuring data privacy as we

— Tracking and tracing COVID-19: Protecting privacy and data battle COVID-19
while using apps and biometrics

Key messages: @)oED Vi
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— Policy makers, in consultation with privacy enforcement
authorities, must assess the possible trade-offs in data utilisation

during this crisis (reconciling the risks and benefits) Pratectiog mrivacy nd data

while using apps and biometrics

— Fully transparent and accountable privacy-preserving solutions
should be embedded by design

— Data should be retained only for so long as is necessary to serve
the specific purpose for which it was collected.

OECD Recommendation on privacy
— OECD Privacy Guidelines (2013) (review of the
implementation ongoing)
— OECD Recommendation on Health Data Governance
(2016)



https://read.oecd-ilibrary.org/view/?ref=128_128758-vfx2g82fn3&title=Ensuring-data-privacy-as-we-battle-COVID-19
https://read.oecd-ilibrary.org/view/?ref=129_129655-7db0lu7dto&title=Tracking-and-Tracing-COVID-Protecting-privacy-and-data-while-using
https://www.oecd.org/sti/ieconomy/privacy-guidelines.htm
https://www.oecd.org/health/health-systems/Recommendation-of-OECD-Council-on-Health-Data-Governance-Booklet.pdf

// Consumer Protection

e COVID-19 brief: @) OECD
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— Protecting online consumers during the COVID-19 crisis

Protecting online consumers during the
. COVID-19 crisis
« Key messages:

28 April 2020

— Many consumers are now vulnerable and there are increasing
reports of unfair, misleading and fraudulent commercial e —

+  The COMID-10 crisis has upen

practices online. e g S

— Governments should avoid rolling back consumer protection
and product safety measures, while considering ways to
reduce the administrative burdens on business.

— Increased international and cross-sector co-operation among
government agencies, businesses, and civil society.
Information sharing has become more valuable than ever,
particularly for agencies with limited resources.

OECD Recommendation on consumer protection
— Guidelines for consumer protection on e-commerce
(2016)



https://read.oecd-ilibrary.org/view/?ref=130_130819-ay45n5rn74&title=Protecting-online-consumers-during-the-COVID-19-crisis
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0422

// Artificial intelligence

e COVID-19 brief: @) OECD (/‘
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— Using artificial intelligence to help combat COVID-19

Using artificial intelligence to help
combat COVID-19

« Key messages:

Updatad 23 April 2020

— Encourage the sharing of datasets and to help Al researchers
build effective tools for the medical community P —

— Ensure that Al systems are trustworthy and aligned with the
OECD Al Principles: they should respect human rights and
privacy; be transparent, explainable, robust, secure and
safe; and actors involved in their development and use
should remain accountable.

OECD Recommendation on Al
— Principles on Trustworthy Al (2019)

More on OECD Al
— OECD Al Policy Observatory (OECD.AI)
— OECD Network of Experts on Al (ONE Al).



https://read.oecd-ilibrary.org/view/?ref=130_130771-3jtyra9uoh&title=Using-artificial-intelligence-to-help-combat-COVID-19
https://oecd.ai/ai-principles
https://oecd.ai/
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Al-powered COVID-19 watch

Al-powered COVID-19 watch

Stay safe, stay informed: follow the latest COVID-19 developments in your country in real time with this Al-powered tool (click on your country’s name to zoom in).
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/ Connectivity

COVID-19 brief:
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K ey MESS ag €s. Keeping the Internet up and

.. . running in times of crisis
— Demand for broadband communication services has

soared (as much as a 60% increase in Internet traffic)

Key messages

— Operators and content providers have to date
successfully maintained services, but additional short term
measures are important to avoid congestion and enhance
network stability and resilience.

The COVID-19 crisis has placed
networks

— In the medium term, regulators and policy makers should
prioritise fostering affordable high-speed broadband services

OECD Recommendation on broadband
- Recommendation of the Council on Broadband
Development (2004) (ongoing review)

More on OECD & broadband
— Thematic reports and a broadband data portal.



https://read.oecd-ilibrary.org/view/?ref=130_130768-5vgoglwswy&title=Keeping-the-Internet-up-and-running-in_times-of-crisis
http://www.oecd.org/internet/ieconomy/recommendationoftheoecdcouncilonbroadbanddevelopment.htm
http://www.oecd.org/sti/broadband/

Connectivity — opportunities and
challenges on a sharper relief

« Some countries have harnessed opportunities: Korea for example — OECD
leader in terms of fibre connections in the OECD (81.7% broadband subscriptions
were fibre connections) — has made connectivity an integral part of the Korean
recovery plan in order to “convert the crisis into opportunity” and harnessing 5G,
loT and Al to emerge as a digital powerhouse.

« But disparities between rural and urban areas remain:

Percentage of households in total and rural areas in the EU with minimum 30 Mbps
of fixed broadband coverage, 2018
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// Global co-operation to fight COVID-19

We can do more for people
and companies if countries
co-ordinate on mutually :

reinforcing measures. A

/
h OECD COVID-19 Platform
N is absolutely crucial. A )

OECD Secretary-General Angel Gurria The OECD launched a dedicated
platform with data, country policy
CONTRIBUTING TO A GLOBAL £#FORT @) OECD -
' » tracker and policy

recommendations related to

“WE NEED A LEVEL OF AMBITION
SIMILAR TO THAT OF THE MARSHALL COVID-109:

PLAN - WHICH CREATED THE http://oecd.org/coronavirus

OECD - AND R VISION AKIN TO
THAT OF THE NEW DEAL, BUT
NOW AT THE GLOBAL LEVEL.”

ANGEL GURRIA
OECD SECRETARY-GENERAL



http://oecd.org/coronavirus

// OECD COVID-19 Information Hubs
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OECD Covid Hub Tackling coronavirus (COVID-19)
Contributing to a global effort

www.oecd.org/coronavirus

What are the impacts and consequences of the coronavirus pandemie on our lives and our SocietieS™ and what-are some of the salitions we can find
1 o boost our healtheare systems, secure our businesses, maintain our jobs and education, and stabilise financial markets and economies?

STI Policy Compass
_ _ STIP Covid-19 Watch g ..
https://stip.oecd.org/Covid.html oo oo |

policy responses to the Covid-19 crisis

Al Policy Observatory S OECD. Al

\ Policy Observatory

https://oecd.ai/https://oecd.al/

Al-powered COVID-19 watch

Stay safe, stay informed: follow the latest COVID-19 developments in your country in real time with this Al-powered tool (click on your country’s name to
zoom in).



http://www.oecd.org/coronavirus/en/
https://stip.oecd.org/Covid.html
https://oecd.ai/
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